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Abstract  

As network security issues become increasingly severe, the complexity and concealment of network attacks 

continue to increase, and the need for a reliable network intrusion detection system (NIDS) is imminent. This 

study is dedicated to solving this problem and proposes a unique NIDS based on neural networks. The 

Transformer encoder is integrated into the traditional neural network architecture, and a convolutional neural 

network (CNN) is applied to extract features, building a model that can process complex network traffic data 

more efficiently. After a series of rigorous experimental verifications, the model shines in performance. In 

terms of key indicators such as accuracy, recall, and precision, it significantly surpasses traditional models and 

other common neural network models. Regardless of the network bandwidth, attack frequency, or data set size, 

it shows excellent adaptability and stability. Especially when dealing with class imbalanced data sets, the 

model's detection ability for minority attacks has been effectively improved, providing a more solid guarantee 

for network security protection and injecting new vitality into the development of network intrusion detection 

technology. 
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1. INTRODUCTION 
 

In today’s digital and information-based world, 

cybersecurity issues have profoundly affected all 

aspects of society. Whether it is an ordinary user or 

an enterprise, almost every network activity may 

face security risks. The methods of cyberattacks 

have gradually evolved, from virus transmission to 

complex zero-day attacks. The threats from network 

intrusions affect the normal operation of information 

systems and may also create serious risks to personal 

privacy, business interests, and national security [1]. 

According to data from the International 

Telecommunication Union (ITU), the global 

economic losses caused by cyber attacks amount to 

hundreds of billions of dollars each year, and this 

figure has shown a rapid growth trend in recent years 

[2]. At the same time, the frequency and types of 
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cybersecurity incidents are increasing, forcing many 

organizations to invest a lot of resources and energy 

in the field of defense. Faced with these increasingly 

severe challenges, how to efficiently identify and 

prevent complex network intrusions has become a 

key issue that needs to be solved globally [3]. 

As an important part of protecting network 

security, the Network Intrusion Detection System 

(NIDS) monitors network traffic, identifies potential 

intrusions, and responds to them [4]. Traditional 

NIDS methods mostly rely on signature-based 

detection technology. Although they can effectively 

identify known attack patterns, they are less capable 

of identifying unknown attacks. Especially when 

facing new threats such as zero-day attacks, the 

limitations of traditional methods become more 

prominent [5]. With the continuous evolution and 

complexity of network attacks, intrusion detection 

systems that rely on static rules can no longer meet 

the needs of modern network security. Therefore, 

breaking through the bottleneck of existing 

technologies and improving the detection 

capabilities of NIDS against unknown attacks has 

become an important task in current scientific 

research and practice [6]. 

As an emerging intelligent algorithm, neural 

network models are gradually showing strong 

potential for network intrusion detection. By 
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simulating how brain neurons work, neural networks 

can learn complex patterns in data on their own and 

show clear advantages in detecting potential attacks 

[7]. Unlike traditional methods, neural networks can 

adjust model parameters by themselves through a 

large amount of training data, thereby improving 

adaptability and flexibility [8]. Therefore, NIDS 

systems are able to handle large-scale network traffic 

and maintain high accuracy, especially in the face of 

complex attacks such as distributed denial of service 

(DDoS) attacks and malware propagation. However, 

the application of neural networks in NIDS still faces 

challenges such as difficulty in data acquisition, long 

training time and poor model interpretability. 

Existing research focuses on the performance 

optimization and feature selection of neural network 

models, but there is still a lack of discussion on how 

to solve the problem of data acquisition. Many 

neural network models rely on a large amount of 

labeled data for training, but due to the concealment 

and sensitivity of network attacks, it is difficult to 

obtain real data. Data imbalance and scarcity have 

become one of the key factors affecting the 

performance of neural networks [9, 10]. At the same 

time, the "black box" characteristics of neural 

networks have also restricted the widespread 

promotion of their practical applications. Although 

neural networks have powerful computing power, 

their decision-making process lacks transparency, 

which may lead to greater uncertainty and trust 

issues faced by security experts during use. In 

response to these problems, existing research has 

proposed some solutions, but no effective solution 

framework has been formed in terms of 

comprehensive defense against multiple types of 

attacks and improving model interpretability. 

Therefore, this study will conduct in-depth 

exploration from multiple aspects such as data 

acquisition, model optimization, and interpretability 

[11]. 

The goal of this study is to design a NIDS using 

neural networks and to seek improvements and 

advances over existing technologies. By improving 

the neural network model and combining deep 

learning and data mining technology, it is expected 

to increase the accuracy and the real-time response 

ability of NIDS while addressing the main problems 

in current research. This study will focus on how to 

optimize the neural network training process, 

overcome data imbalance and overfitting problems, 

and improve the interpretability of the model, 

thereby enhancing its trust in practical applications. 

In addition, this study will also explore how to 

improve the system's defense capabilities against 

complex attacks through the integration of multiple 

neural network models to cope with the ever-

changing network threat environment. 

This study not only offers a new perspective for 

theoretical research in network security, but also 

gives a practical solution for network security 

protection. By improving the adaptability of NIDS to 

new attacks and reducing false positives and false 

negatives, this study is expected to provide more 

stable and reliable network security protection for 

enterprises, governments, and other organizations. 

At the same time, the successful application of NIDS 

based on neural networks will lay the foundation for 

developing intelligent security protection 

technology and bring new ideas and methods to 

future network security research. 

 

2. LITERATURE REVIEW 

 

2.1. Theoretical basis  

NIDS is a key topic in information security, 

covering many core theories and technologies. From 

the early rule-based signature detection method to 

the modern intelligent detection system combining 

machine learning and deep learning, the technical 

development of NIDS has made significant progress. 

However, despite the continuous advancement of 

technology, as network attacks become more 

complex, the limits of traditional intrusion detection 

methods in identifying unknown attacks have 

become more obvious [12]. Traditional rule-based 

detection methods usually rely on known attack 

features, which makes them have a large blind spot 

when facing new attacks [13]. 

The emergence of neural networks has provided 

a new solution for NIDS. By simulating the working 

principle of human brain neurons, neural networks 

have strong self-learning and pattern recognition 

capabilities and can automatically extract complex 

features from data. Compared with manual feature 

extraction methods, neural networks can directly 

learn potential patterns from network traffic data, 

avoiding the bias of manual feature selection [14]. 

However, the computational overhead and training 

complexity of neural networks when processing 

large-scale data are still the main bottlenecks in their 

application [15]. In addition, the "black box" 

characteristics of neural networks make the 

interpretability of the model decision process a key 

problem that must be solved quickly. 

 

2.2. Classification discussion 

Research on neural network-based NIDS can be 

divided into several main directions. Early research 

focused on the application of traditional artificial 

neural networks (ANNs), which mainly rely on 

supervised learning to identify anomalies in the 

network. However, traditional ANN models have 

poor adaptability when dealing with complex 

nonlinear patterns, and usually rely on hand-crafted 

features and lack a deep understanding of the 

dynamic characteristics of network data [16]. 

In recent years, deep learning methods, mainly 

CNNs and LSTMs, have been widely used in NIDS 

[17]. CNNs can automatically extract multi-scale 

features from data through multi-layer convolution 

operations, making them well suited for handling 

static data but limited in processing time series data. 

LSTMs can handle long-term patterns in time series 

data with their special memory units, which makes 
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them well suited for dynamic network attacks such 

asDDoS. Although deep learning methods have 

powerful capabilities in theory, in practical 

applications, the difficulty of data labeling and the 

demand for computing resources still limit their 

widespread application [18]. 

The introduction of hybrid models provides a 

solution to the above problems. By combining 

different learning algorithms, hybrid models can 

take into account the advantages of each and 

improve the robustness and accuracy of the system. 

However, the computational complexity and 

implementation difficulty of hybrid models are 

relatively high, especially in the scenario of real-time 

processing of large-scale data, which may face 

considerable challenges [19]. 

 

2.3. Comparative analysis 

Neural networks, unlike traditional rule-based 

methods, can automatically learn and extract 

features from data, giving them greater flexibility. 

However, traditional rule-based methods are lighter 

and more responsive, making them suitable for 

scenarios that require quick responses. Among deep 

learning methods, CNN performs well in processing 

static data, but its ability to process time series data 

is limited [20]. LSTM is good at processing data with 

strong time series characteristics and is suitable for 

dealing with dynamic network attacks. Although the 

hybrid model improves detection accuracy, its high 

computational overhead and system complexity 

limit its promotion in real-time applications [21]. 

 

2.4. Research gaps 

Although the application of neural networks in 

NIDS has achieved remarkable results, there are still 

many unresolved problems. First, the interpretability 

of the model is still one of the challenges. The lack 

of transparency of deep learning models makes it 

difficult for models to gain the trust of decision 

makers in practical applications, especially in high-

risk industries. In addition, most existing studies 

focus on the detection of a single attack type and lack 

research on comprehensive defense strategies for 

multiple attack types. The complexity of modern 

cyber attacks requires NIDS to have multi-level and 

multi-dimensional defense capabilities, which has 

not received sufficient attention. The problem of data 

imbalance is still a major challenge in neural 

network training. How to ensure high accuracy and 

low false alarm rate in the case of extremely 

unbalanced data remains a key direction for future 

research. 

 

3. METHOD 

 

In this study, the proposed neural NIDS model 

combines a variety of the latest deep learning 

methods to provide more efficient and accurate 

identification capabilities for potential attack 

patterns in complex network traffic. The model 

works together through multiple carefully designed 

deep learning modules, the core components of 

which include a Transformer encoder, a feature 

extraction layer based on time series modeling, and 

a set of MLP for the final classification decision. 

Through the precise coordination of these modules, 

the system can effectively extract key features from 

raw network traffic data and predict whether there is 

an intrusion. 

The working principle of the model can be 

briefly described as follows: After the original 

network traffic data is initially processed by the 

feature extraction module, the obtained features will 

enter the Transformer encoder for modeling and 

enhancing the temporal features. The Transformer 

encoder captures the relationship between traffic 

through the self-attention mechanism and generates 

a vector representation that can fully express the 

network behavior. These Transformer-processed 

features are then passed to the classifier (MLP) and 

processed by multiple fully connected layers to 

finally output a binary classification result of 

intrusion and normal traffic. 

The principal innovation of the proposed 

framework is not the mere adoption of Transformer 

modules, but rather their judicious deployment in 

conjunction with a CNN-based feature extractor to 

mitigate the class imbalance problem that plagues 

real-world NIDS deployments. By leveraging the 

Transformer's self-attention mechanism, our model 

learns a more discriminative and context-aware 

representation of minority attack classes (e.g., R2L, 

U2R), which are often overshadowed by high-

volume attacks like DoS in conventional models. 

This design effectively amplifies the signal of rare, 

yet critical, attack patterns without resorting to 

heuristic oversampling techniques, thereby 

providing a more principled solution to the 

imbalance challenge. The architectural design of our 

model is characterized by a deliberately cascaded 

information flow, wherein the CNN front-end serves 

as a trainable feature projector that condenses raw, 

high-dimensional packet headers into a compact 

latent space. This compressed representation is then 

fed into the Transformer encoder, where the self-

attention mechanism operates not on the original 

high-dimensional space—which would be 

computationally prohibitive—but on a semantically 

richer, lower-dimensional manifold. This two-stage 

progression ensures that the Transformer's capacity 

is allocated to modeling relational dependencies 

among meaningful traffic features, rather than being 

wasted on noise or redundant low-level patterns. As 

a result, the system is able to resolve subtle, 

temporally dispersed attack signatures that are often 

obscured in conventional single-stage architectures. 

 

3.1. Feature extraction module 

The module for feature extraction is the first step 

in the network intrusion detection system. Network 

traffic data is usually unstructured and diverse, 

containing a lot of redundant information. In order to 

improve the effect of the subsequent neural network 
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model, the original data is first mapped and encoded 

to extract the key, high-dimensional feature 

representation. This process is carried out through a 

CNN, which can effectively extract local features 

and compress the dimensions of the input data. This 

step ensures that the high-dimensional features of the 

traffic data can be mapped to a low-dimensional 

space, so that the subsequent model can be 

calculated in a more concise and informative feature 

space. 

Assume that the input matrix of the original 

network traffic data is 𝑋 ∈ ℝ𝑁×𝑚 , where 𝑁 is the 

number of samples and 𝑚is the feature dimension of 

each sample. The feature extraction module finally 

converts the input data into a feature representation 

with higher information density through multiple 

convolutional layers and pooling layers 𝑿extracted ∈

ℝ𝑁×𝑘 , where 𝑘 is the dimension of the extracted 

feature. Formula 1 represents the mathematical form 

of the convolution operation. 

 𝑋conv = Conv(X, Wconv)  (1) 

Here, 𝑊convis the convolution kernel. The feature 

map obtained after the convolution operation is 

subjected 𝑋conv to a pooling operation (such as 

maximum pooling or average pooling) to further 

reduce the dimension and finally output 𝑿extracted. 

The output of this module will serve as the input 

of the Transformer encoder and become an 

important feature for the model to further understand 

time series data. 

 

3.2. Transformer encoder 

The Transformer encoder is one of the core 

modules of this research method. Its powerful self-

attention mechanism can capture the long-term 

dependencies between data when processing time 

series data, which is not fully achieved by traditional 

RNN and LSTM models. Transformer overcomes 

the gradient vanishing problem in long sequence 

training by processing each element in the sequence 

in parallel, which greatly improves the model’s 

ability to handle time series data. 

For the input data after feature extraction 

𝑋extracted ∈ ℝ𝑁×𝑘, each dimension of the feature will 

first be added with position encoding 𝑷 ∈ ℝ𝑁×𝑘 to 

inject temporal information to ensure that the model 

can identify the position relationship in the input 

sequence. Formula 2 represents the data after adding 

position encoding. 

 𝑋encoded = 𝑋extracted + 𝑃 (2) 

The input data is then processed by the multi-

head self-attention mechanism in the Transformer 

encoder. In this mechanism, each position of the 

input data is "attended" with other positions, its 

importance is evaluated, and the information is 

weighted and combined. Formula 3 is the calculation 

formula for self-attention. 

 Attention(Xencoded) =

softmax (
𝑋encoded𝑊𝑄(𝑋encoded𝑊𝐾)𝑇

√𝑑𝑘
) 𝑊𝑉 

 

(3) 

𝑊𝑄 , 𝑊𝐾 , 𝑊𝑉  are the weight matrices for query, 

key, and value, respectively.𝑑𝑘 is the dimension of 

the key, which is used to scale the output. In this 

way, the self-attention mechanism can capture the 

relationship between the various features in the input 

data and output a new feature 

representation 𝑋attention ∈ ℝ𝑁×𝑑,in 𝑑 It is the feature 

dimension after being processed by the attention 

mechanism. 

The output of the Transformer encoder is 

processed by several layers of self-attention and 

feedforward neural networks to finally obtain a 

representation of the deep patterns of network traffic 

data, providing sufficient information for subsequent 

classification tasks. 

 

3.3. Classifier (MLP) and decision layer output 

of transformer  

The output representation 𝑋attention, produced by 

the final layer of the Transformer encoder after 

multi-head self-attention and feed-forward 

processing, serves as the input to the subsequent 

MLP-based classifier. This encoded feature matrix 

encapsulates the temporally-aware and contextually-

enriched representations of the network traffic 

sequences. 

The workflow of the classifier can be represented 

by the mathematical formula of Equation 4. 

 𝑦̂ = 𝜎(𝑊out ⋅ ReLU(WFC ⋅ 𝑋attention + 𝑏FC) + 𝑏out)
  (4) 

in,𝑊FC  and𝑊out  are the weight matrices of the 

fully connected layers,𝑏FC and𝑏out is the bias term,𝜎 

is the Sigmoid activation function. Output𝑦̂ It is the 

classification probability of intrusion detection, 

indicating whether the network traffic belongs to 

attack behavior. 

 

3.4. Interactions between model components 

In the entire model, the data flow and interaction 

between components are closely related. The feature 

extraction module converts the raw network traffic 

data into feature representations that can be used for 

further processing, while the Transformer encoder 

performs temporal modeling on these features to 

capture more complex long-term dependencies and 

local patterns in the data. Finally, the features 

processed by the Transformer are passed to the 

classifier, and after calculation by the multi-layer 

perceptron, the final intrusion detection results are 

obtained. 

The collaborative work of this series of 

operations ensures that the system can handle 

complex and dynamic network traffic and perform 

well in different types of network attacks. Each 

module is designed with its own unique purpose, 

ensuring that the system can extract the most useful 

information from the raw data, and after precise 

calculation and judgment, finally give accurate 

intrusion predictions. 
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3.5. Loss function and training process 

In order to train the above model, the cross 

entropy loss function is used to measure the gap 

between the predicted results and the true labels. The 

cross entropy loss function is defined as Formula 5. 

 𝐿 = − ∑ [𝑦𝑖 𝑙𝑜𝑔( 𝑦̂𝑖) + (1 − 𝑦𝑖) 𝑙𝑜𝑔( 1 − 𝑦̂𝑖)]𝑁
𝑖=1

  (5) 

For binary intrusion detection, the model output 

𝑦
∧

𝑖 represents the predicted probability that the 𝑖 the 

sample belongs to the positive class (i.e., an attack or 

intrusion). The corresponding ground-truth label 𝑦𝑖  

is encoded as a binary numeric value, where 𝑦𝑖 = 1 

denotes the presence of a specific attack or threat, 

and 𝑦𝑖 = 0  denotes normal traffic. This numeric 

encoding enables the cross-entropy loss function to 

compute the divergence between the predicted 

probability distribution and the true binary label. 

 

4. EXPERIMENTAL EVALUATION 

 

4.1. Experimental design 

The study’s experimental design seeks to fully 

evaluate the performance and use of the NIDS built 

on neural networks. To make the experimental 

results scientific and reliable, the system evaluation 

indicators, baseline models, experimental settings, 

and so on are set are designed, covering multiple 

dimensions such as accuracy, real-time, and 

adaptability, in order to provide a strong comparative 

and comprehensive analysis result. 

 

4.1.1. Evaluation metrics 

The design of evaluation indicators is a crucial 

part of the experiment, and its purpose is to 

comprehensively reflect the performance of the 

model from multiple angles. In this study, the main 

evaluation indicators include accuracy, recall, 

precision, F1 value and area under the ROC curve 

(AUC). These indicators cover the basic evaluation 

dimensions of the classification model, such as the 

overall classification effect of the model, the ability 

to identify positive samples, the tolerance for 

misclassification, and the balance of the model 

between different categories. 

Accuracy is mainly used to measure the 

proportion of samples predicted correctly by the 

model, recall reflects the model's ability to identify 

positive samples, and precision indicates the 

accuracy of the model's prediction of positive 

samples. The F1 value combines precision and 

recall, and can better measure the performance of the 

model in identifying positive samples, especially 

when facing unbalanced data. AUC, as a common 

indicator for evaluating binary classification models, 

can reflect the performance of the model under all 

possible classification thresholds and is an important 

indicator for measuring the model's ability to 

distinguish between positive and negative samples. 

 

 

 

4.1.2. Baseline model 

In order to fully verify the advantages of the 

proposed neural network model, this study will use 

multiple baseline models for comparative 

experiments. These baseline models include 

traditional signature-based intrusion detection 

models, artificial neural networks ANN, CNN, and 

models based on LSTM. By comparing with these 

models, the unique advantages and innovations of 

the proposed neural network model in addressing 

network intrusion detection problems can be fully 

demonstrated. 

Traditional signature-based intrusion detection 

models identify known attacks through predefined 

attack signatures. Although they have high detection 

accuracy for known attack types, they are less 

adaptable to new attacks. ANNs are a relatively basic 

deep learning model with a simple structure and are 

suitable for small-scale data sets, but have limited 

ability to recognize complex network traffic 

patterns. CNNs have achieved remarkable results in 

the field of image processing and are suitable for 

extracting spatial features from data, but their 

performance is relatively average when processing 

time series data. In contrast, LSTMs can effectively 

process time series data and are suitable for 

dynamically changing pattern recognition in 

network traffic data, but they still have limitations in 

model training and computational efficiency. 

 

4.1.3. Evaluation perspective 

In the experiment, we will evaluate the model 

from multiple perspectives. First, accuracy and 

robustness are the basis for evaluating the model 

effect. The classification effect of the model in 

different network attack scenarios is mainly 

measured by indicators such as accuracy, recall, and 

precision. Secondly, adaptability is another 

important evaluation dimension in experimental 

design. The types of network attacks are constantly 

changing, and the performance of the model in the 

face of unknown attacks is particularly important. 

Therefore, this experiment will pay special attention 

to the model's detection ability against new attacks, 

including zero-day attacks and variant attacks. 

Real-time performance is also a key indicator for 

evaluating neural network models. In practical 

applications, network intrusion detection systems 

need to complete data processing and intrusion 

detection in a relatively short period of time, 

especially in high-traffic network environments. 

Therefore, this experiment will evaluate the model's 

real-time detection capabilities by testing its 

processing speed and inference time. Finally, since 

network intrusion datasets often face the problem of 

class imbalance, this experiment will also focus on 

the model's performance when faced with class 

imbalance, including how to maintain a low false 

alarm rate and high accuracy. 
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4.1.4. Experimental setup 

To ensure the fairness and repeatability of the 

experiment, this study will be tested on multiple 

standard datasets, such as KDD Cup 99 and NSL-

KDD datasets. These datasets contain various types 

of network attacks and normal traffic, which can 

fully test the detection ability of the model. In the 

experiment, the data will be properly preprocessed, 

including feature standardization and missing value 

filling, to improve the training effect and test 

accuracy of the model. 

During the experiment, the model's training time, 

inference time, memory usage and other resource 

consumption will also be recorded to evaluate its 

efficiency and feasibility in practical applications. 

After the experiment, the performance of different 

models will be quantitatively analyzed through 

various evaluation indicators, and combined with the 

experimental results, the characteristics and practical 

application value of the optimal model will be 

obtained. 

 

4.1.5. Model configurations and parameter scales 

To ensure fair comparison and result 

reproducibility, all baseline models were 

implemented with consistent configurations. The 

ANN model comprises three fully-connected layers 

with 64, 32, and 16 neurons respectively. The CNN 

model consists of two convolutional layers with 32 

and 64 filters (kernel size 3), followed by max-

pooling and two fully-connected layers. The LSTM 

model employs a single LSTM layer with 64 hidden 

units, followed by a dense output layer. All baseline 

models use the ReLU activation function, Adam 

optimizer with a learning rate of 0.001, and are 

trained for 100 epochs with a batch size of 64. 

The proposed CNN-Transformer model contains 

approximately 4.8 million trainable parameters. 

Specifically, the CNN front-end contributes 0.3 

million parameters, the Transformer encoder 

(comprising 4 layers, 8 attention heads, and a feed-

forward dimension of 256) contributes 3.9 million 

parameters, and the final MLP classifier contributes 

0.6 million parameters. This parameter scale is 

comparable to the LSTM baseline (2.8 million) and 

CNN baseline (1.2 million), while remaining 

significantly smaller than typical large-scale 

Transformer models used in natural language 

processing, making it suitable for deployment in 

resource-constrained network environments. 

 

4.1.6. Model configuration variants and 

complexity analysis 

To investigate the impact of model complexity 

on detection performance, three configuration 

variants of the proposed CNN-Transformer model 

were evaluated. These variants differ in the number 

of Transformer encoder layers (L = 2, 4, 6) and the 

number of attention heads (h = 4, 8, 12). The baseline 

configurations for CNN and LSTM are kept fixed as 

specified in Section 4.1.5, while the proposed model 

is evaluated with each variant to examine the trade-

off between parameter count, inference latency, and 

detection accuracy. 

As shown in Table 1, increasing model 

complexity from Variant A to Variant B yields a 

substantial accuracy improvement of 1.7 percentage 

points with only a moderate increase in inference 

time (+0.12 seconds). However, further scaling to 

Variant C provides only a marginal gain of 0.3 

percentage points while nearly doubling the 

inference latency compared to Variant B. This 

diminishing return suggests that Variant B (L=4, 

h=8) achieves an optimal balance between 

performance and efficiency, which is the 

configuration selected for the main experiments. The 

analysis confirms that the proposed model's reported 

advantages are not arbitrary but are derived from a 

carefully chosen configuration that maximizes 

accuracy while maintaining practical real-time 

feasibility. 

 

4.2. Experimental results  

This section carries out multi-dimensional 

comparative experiments to analyze how different 

models perform in a neural-network-based network 

intrusion detection system and clearly shows the 

advantages and disadvantages of each model. 

Fig. 1 shows the performance of different models 

based on overall indicators, including accuracy, 

precision, recall, F1 score, and AUC. It can be 

clearly seen that the neural network model proposed 

in this study is ahead of other models in all 

indicators, especially in terms of accuracy and AUC 

value, which reached the highest level of 97.5% and 

98.2% respectively.  

 

 
Table 1. Performance of proposed model variants with different configurations 

Configuration Layers (L) Heads (h) Params (M) Accuracy (%) Inference (s) 

Variant A 2 4 2.1 95.8 0.18 

Variant B 4 8 4.8 97.5 0.30 

Variant C 6 12 8.6 97.8 0.52 
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Fig. 1. Comparison of overall accuracy of different models 

 

This proves that the model is very robust in 

classifying different network attacks. The reason is 

that the model combines the advantages of automatic 

feature extraction and nonlinear mapping of deep 

learning networks, which can not only identify 

known attack patterns, but also deal with unknown 

attack types. The higher AUC value reflects the 

model's strong ability to distinguish different types 

of attacks, which can effectively distinguish normal 

traffic from abnormal traffic and reduce false 

positives and false negatives. 
 

Fig. 2. Comparison of various attack detection 

performances of different models 
 

Fig. 2 shows the recall performance of different 

models for four attack types: DoS, Probe, R2L, and 

U2R. The neural network model proposed in this 

study performs best in recall for all attack types, 

especially for DoS and Probe attacks, reaching 

96.1% and 96.5% respectively. 

The class imbalance level in the NSL-KDD 

dataset used for this experiment is approximately 4:1 

between normal traffic and attack instances, with 

minority attack categories (e.g., U2R and R2L) 

accounting for less than 2% of the total samples. To 

address this imbalance, the proposed model employs 

a focal loss function during training, which down-

weights the contribution of easily-classified majority 

samples and focuses learning on hard-to-classify 

minority examples. Additionally, a class-weighted 

sampling strategy is applied during mini-batch 

construction to ensure that minority categories are 

proportionally represented in each training batch. 

For baseline models (ANN, CNN, LSTM), the same 

class-weighting scheme is applied to maintain fair 

comparison conditions. 

It should be noted that the results presented in 

Fig. 1 are obtained under balanced evaluation 

conditions, where the test set is constructed with 

approximately equal proportions of normal and 

attack samples to assess the intrinsic discriminative 

capability of each model. In contrast, Fig. 3 presents 

results under the original imbalanced test set 

distribution, reflecting the models' performance in 

real-world deployment scenarios where attack 

instances are typically rare. This distinction allows 

for separate assessment of model capability under 

ideal and practical conditions. 

Fig. 3 shows the performance of each model on a 

class-imbalanced dataset (uneven distribution of 

attack categories). Under this data distribution, the 

neural network model proposed in this study can still 

maintain high performance, especially in terms of 

recall rate and F1 value, which is significantly better 

than other models. Neural networks learn through 

multiple layers of abstract features. When faced with 

class imbalance, they can use weighted training to 

optimize the detection effect of minority classes. 

Unlike traditional rule-based or signature-based 

models, it can automatically learn and adjust weights 

to improve the ability to predict minority class 

attacks. Therefore, it is more accurate and stable 

when dealing with minority class attacks, which is 

also the inherent reason for its outstanding 

performance on class-imbalanced datasets. 
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Fig. 3. Performance of different models on class imbalanced datasets 

 
Table 2. Comparison of training time and inference time of different models 

Model Training time 

(minutes) 

Inference time 

(seconds) 

Memory 

usage (MB) 

Model 

size (MB) 

Calculated 

load (%) 

Signature-based model 5 0.2 50 10 25 

Artificial Neural Networks 

(ANN) 
12 0.4 120 30 45 

Convolutional Neural 

Network (CNN) 
20 0.6 150 60 60 

Long Short-Term Memory 

(LSTM) 
25 0.8 180 80 65 

The neural network model 

proposed in this study 
15 0.3 100 45 50 

 

Table 2 compares the training time, inference 

time, memory consumption, model size, and 

computational load of different models. Although 

the training time and inference time of the neural 

network model proposed in this study are longer than 

those of the traditional signature-based model, the 

overall performance is still relatively efficient. 

In terms of model size and memory consumption, 

this model has obvious advantages over CNN and 

LSTM, and is more suitable for deployment in 

practical scenarios with limited resources. The 

increase in training time is due to its complex 

structure, which requires more training data and 

higher computing resources for learning. However, 

in the inference stage, the model has a short 

inference time, which can meet the real-time 

requirements and achieve a good balance between 

performance and resource consumption. 

The parameters reported in Table 1 exhibit an 

expected positive correlation with model 

complexity. However, the relationship is not strictly 

linear. For instance, while the proposed model (4.8M 

parameters) is approximately twice the size of the 

CNN baseline (1.2M parameters), its inference time 

(0.3 seconds) is only half of that of the CNN (0.6 

seconds). This efficiency gain is attributed to the 

architectural design: the CNN front-end performs 

aggressive spatial down-sampling, reducing the 

sequence length before it enters the Transformer 

encoder. Consequently, the self-attention 

mechanism operates on a substantially shortened 

sequence, mitigating the quadratic complexity 

typically associated with Transformer models. This 

design choice enables the proposed model to achieve 

superior detection performance without a 

proportional increase in inference latency or 

computational load. 

Fig. 4 shows the accuracy of different models for 

DoS, Probe, R2L and U2R attack types. The neural 

network model proposed in this study performs well 

in accuracy for all attack types, and the improvement 

in accuracy for DoS and Probe attacks is particularly 

significant. The improvement in accuracy shows that 

the model has obvious advantages in reducing false 

positives. The model is trained on a large dataset and 

learns in depth the subtle differences of each attack 

mode, thereby reducing the misjudgment of normal 

traffic. Compared with traditional models, neural 

networks can better adapt to the complexity and 

variability of attack modes and avoid false positives. 

In the face of complex Probe attacks, the neural 

network model can effectively distinguish between 

legitimate network detection behaviors and 

malicious attack activities through deep learning 

capabilities. 
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Fig. 4. Comparison of the accuracy of different models 

under different attack types 

 
Table 3. Comparison of comprehensive evaluation 

indicators of different models 
Model Accur

acy 

(%) 

Recal

l rate 

(%) 

Accuracy 
(%) 

F1 

value 

(%) 

AUC 
(%) 

Signature-

based model 
89.2 87.6 85.4 86.5 92.5 

Artificial 

Neural 

Networks 

(ANN) 

93.4 91.2 92.1 91.6 95.3 

Convolutional 

Neural 

Network 

(CNN) 

94.7 92.5 93.8 93.2 96.1 

Long Short-

Term Memory 

(LSTM) 

92.1 90.4 91.6 91.0 94.8 

The neural 

network model 

proposed in 

this study 

97.5 96.3 96.7 96.5 98.2 

 

The superior performance of the proposed model, 

as demonstrated in Table 3, is attributable to its 

hybrid architectural design rather than to deep 

learning in general. While CNN and LSTM baselines 

also employ multi-layer structures and nonlinear 

activations, they each possess inherent limitations: 

CNNs are constrained by fixed receptive fields and 

struggle to capture long-range dependencies, 

whereas LSTMs, despite their sequential processing 

capability, suffer from gradient decay over extended 

time steps and offer limited parallelism during 

training. The proposed model overcomes these 

limitations through two key mechanisms. First, the 

CNN front-end extracts localized spatial features 

while reducing input dimensionality. Second, and 

more critically, the Transformer encoder applies a 

self-attention mechanism that computes pairwise 

interactions between all time steps in parallel, 

enabling the model to capture long-range contextual 

relationships that are essential for identifying 

stealthy, multi-step attack patterns. This 

combination of local feature extraction and global 

context modeling is the primary driver of the 

observed performance gains over both CNN and 

LSTM baselines. 

 
Fig. 5. Performance of different models under different 

network traffic 

 

Fig. 5 shows the accuracy of different models 

under normal traffic, DoS traffic, Probe traffic, R2L 

traffic, and U2R traffic. The neural network model 

proposed in this study performs significantly better 

than other models under all types of traffic, 

especially in the accuracy of normal traffic and DoS 

traffic. The characteristics of deep neural networks 

enable them to learn complex traffic patterns from 

historical data and accurately distinguish normal 

traffic from attack traffic. In high-dimensional 

network traffic data, neural networks capture 

complex spatiotemporal associations through deep 

hierarchical structures, further improving the 

accuracy of traffic classification, and can effectively 

identify malicious attacks and maintain a low false 

alarm rate under various traffic conditions. 

Table 4 compares the rates of false alarms and 

missed alarms for different models. The model based 

on neural networks in this study greatly lowers both 

false alarms and missed alarms, especially false 

alarms. 

This is mainly due to the deep learning ability of 

the neural network model during the training 

process. By continuously optimizing weights and 

activation functions, the model can automatically 

adapt to the characteristics of different network 

traffic and reduce false positives. Faced with 

complex attacks and normal traffic, the neural 

network model can effectively distinguish between 

the two and avoid misjudging normal traffic as attack 

behavior. In addition, through multi-level feature 

learning, the false negative rate is also significantly 

controlled, maximizing the accuracy and reliability 

of detection. 

As shown in Fig. 6, different models show 

obvious performance differences under different 

network bandwidths. The traditional signature-based 

model has relatively low accuracy and high false 

alarm rate under various bandwidths, which reflects 

its limitations in dealing with network traffic of 

different bandwidths and its difficulty in adapting to 

complex and changing network environments. 

Although ANN, CNN and LSTM have improved in 

performance, there is still a gap compared with the 
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neural network model proposed in this study. With 

its unique architecture and training mechanism, the 

model in this study can stably maintain high 

accuracy and low false alarm rate under different 

network bandwidths, which provides a strong 

technical guarantee for realizing efficient network 

intrusion detection in a diverse network environment 

and has important practical application value and 

promotion significance. 

 
Table 4. Comparison of false alarm rate and false 

negative rate of different models 
Model 

False 
alarm 

rate 

(%) 

Missing 
reportin

g rate 

(%) 

Correct 
classifica

tion rate 

(%) 

Misclas
sificati

on rate 

(%) 

Over

all 

error 

rate 

(%) 

Signature-

based 
model 

7.8 12.4 85.5 14.5 13.0 

Artificial 

Neural 
Networks 

(ANN) 

5.6 8.9 91.4 8.6 7.1 

Convolutio
nal Neural 

Network 

(CNN) 

4.5 7.2 92.3 7.7 6.1 

Long Short-
Term 

Memory 

(LSTM) 

6.0 9.6 90.3 9.7 8.2 

The neural 

network 

model 
proposed in 

this study 

3.2 5.5 94.8 5.2 4.4 

 

 
Fig. 6. Performance of different models under different 

network bandwidths 

 

As shown in Fig. 7, each model’s detection 

performance changes under different attack 

frequency scenarios. The signature-based model 

relies on predefined attack features, so it has poor 

detection effect when facing attacks of different 

frequencies, with low recall and precision. Models 

such as ANN, CNN, and LSTM have shown some 

adaptability, but face limits in improving 

performance. The neural network model proposed in 

this study shows excellent detection capabilities 

under low-frequency, medium-frequency and high-

frequency attacks. The high recall rate ensures that 

the attack behavior can be effectively identified, and 

the high precision rate ensures the accuracy of the 

detection results. This advantage enables the model 

to play a reliable role in actual network security 

protection, whether facing slowly penetrating low-

frequency attacks or high-frequency attacks that 

break out in a short period of time, to protect network 

security. 

 
Fig. 7. Detection performance of different models at 

different attack frequencies 

 

Fig. 8, the training effects of different models on 

data sets of different sizes show significant 

differences. The signature-based model is less 

affected by the size of the data set and has a short 

training time, but the accuracy improvement is 

limited, indicating that it has a low degree of 

dependence on data and lacks the ability to learn 

complex data patterns. The accuracy of models such 

as ANN, CNN, and LSTM increases as the dataset 

becomes larger, but the training time also grows a 

lot. The neural network model proposed in this study 

can achieve a high accuracy on a small-scale data set, 

and under a large-scale data set, not only does it 

continue to lead in accuracy, but the growth rate of 

training time is also relatively reasonable. This 

shows that the model has strong generalization 

ability and efficient use of data. In practical 

applications, it can perform well in scenarios with 

limited data resources or with a large amount of data 

available for training, providing a better choice for 

the deployment and application of network intrusion 

detection systems under different data conditions. 

 
Fig. 8. The training effects of different models under 

different dataset sizes 

 

4.3. Discussion 

From the experimental results, the NIDS built on 

neural networks in this study performs much better 

than traditional models and other common neural 
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network models. It performs well in key indicators 

such as accuracy, recall, and precision, and shows 

good adaptability and stability under different 

network bandwidths, attack frequencies, and data set 

sizes. 

The reason why this model can achieve such 

results is mainly due to its innovative architecture 

design. Combining the Transformer encoder with the 

traditional neural network, the Transformer’s self-

attention mechanism can well capture long-term 

dependencies in network traffic, giving the model a 

deeper understanding of complex attack patterns. 

At the same time, the feature extraction module 

uses CNN for preliminary processing, effectively 

compressing the data dimension and extracting key 

features, providing a high-quality data foundation 

for subsequent processing, enhancing the model's 

ability to capture various attack features, and can 

accurately identify various attack types such as DoS 

and Probe. 

In terms of processing class imbalanced data sets, 

the model automatically adjusts weights to improve 

the detection capability of minority attacks through 

multi-layer abstract feature learning and weighted 

training, effectively solving the difficulties of 

traditional models in this regard. However, the 

model is not perfect. Although it can meet the real-

time requirements in the inference stage, the training 

time is still increased compared to the traditional 

signature-based model, which is due to its complex 

structure and large amount of training data 

requirements. Future research can consider 

optimizing the training algorithm to further shorten 

the training time. At the same time, despite the 

excellent performance of the model, the "black box" 

characteristics of the neural network still exist. How 

to improve the interpretability of the model and help 

security experts better understand how the model 

makes decisions is also a key direction for future 

work. 

 

5. CONCLUSION 

 

This study aims to address the increasingly 

complex network attack problem in network security 

and proposes a NIDS built on neural networks. The 

Transformer encoder is integrated into the traditional 

neural network architecture, and a CNN is applied to 

extract features, building a model that can effectively 

process complex network traffic data. The model 

achieves accurate identification of network intrusion 

behavior through the collaborative work of various 

modules. The experimental results indicate that the 

model in this study performs well. In terms of key 

indicators, including accuracy, recall, and precision, 

it greatly outperforms traditional models and other 

common neural network models. When facing 

different network bandwidths, attack frequencies, 

and data set sizes, the model shows good adaptability 

and stability. Especially when dealing with class 

imbalanced data sets, the model can effectively 

improve the detection ability of minority attacks, 

provide more reliable protection for network security 

protection, and strongly promote the development of 

network intrusion detection technology. However, 

this study also has certain limitations. The model 

training time is relatively long, which is mainly due 

to its complex structure and large amount of training 

data requirements, which limits the rapid 

deployment and update of the model in practical 

applications. At the same time, the "black box" 

characteristics of neural networks lead to a lack of 

transparency in the model decision process, which 

affects the trust of security experts in model 

decisions. Future studies may focus on improving 

training algorithms, for example by using more 

efficient ways to allocate computing resources and 

shorten training time. For model interpretability 

issues, visualization technology can be combined or 

a special interpretive model can be developed to 

make the model decision process more transparent, 

thereby enhancing the application value of the model 

in actual network security protection. 
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